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State of the WorldˆW Cloud
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Upload your data to Stan’s Cloud storage. First 2 GBs are for free.
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You even pay them to take your data.



State of the WorldˆW Cloud Simple Encryption Keyword-based Encryption (Song, Wagner, Perrig) Index-based Searchable Encryption Outlook & Conclusions Thanks!

Newsflash: The dark side performs data mining
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We are on a wrong track
Something has gone completely wrong. . . We pay companies to mine our data for the
dark side. . . And sell user profiles. . .
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Now, it is time to get back on track
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We do not present a fully-fleged solution.
We are just pointing into the right direction to get back on track.
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Simple Encryption
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Encrypt all the things!
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Simple Crypto - Search
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Can we do better?

Can we do better?

Yes! We can perform deterministic encryption on keywords.
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Problem
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Deterministic encryption sucks!
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Keyword-based Encryption (Song, Wagner, Perrig)
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Encrypt-then-Mask Approach
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Magic Mask

Symmetric Searchable Encryption (SSE) requires a magic mask.
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Let’s Craft a Magic Mask
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Let’s do it
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Song Wagner Perrig (SWP) - Scheme
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Magic Mask: Ti can be derived from Si , i.e. Ti = Hki(Si)



State of the WorldˆW Cloud Simple Encryption Keyword-based Encryption (Song, Wagner, Perrig) Index-based Searchable Encryption Outlook & Conclusions Thanks!
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Confession
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Statistical Analysis – Estimate Search Pattern
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Statistical Analysis – Monitor User Behaviour
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Statistical Analysis – Monitoring Search Requests
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Statistical Analysis – Compare
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Speed

Plaintext size (King James Bible): 4.3 MB
Ciphertext size: 25 MB
Time to encrypt: 0.211 sec

Search: 0.181 sec
Foobar 0.181
God 0.003
towel 0.155
Eve 0.005
wrath 0.014
dragon 0.094
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Index-based Searchable Encryption
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Plaintext Index - Search

1  Alice  

2  Bob

3  Eve

Token     Value

H(Bar)    [ 3 ]

H(Foo)    [ 1, 2 ]

Plaintext Index

1   Enck(Alice, Foo)

2   Enck(Bob, Foo)

3   Enck(Eve, Bar)

Ciphertext

ServerClient

Foo

Foo

Bar
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Plaintext Index - Hell of Synchronisation
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Encrypted Index - Setup

1  Alice

2  Bob

3  Eve

4  Mallory

Token     Value

H(evil)   [ 3, 4 ]

H(good)  [ 1, 2 ]

Plaintext

Index

1   Enck(Alice)

2   Enck(Bob)

3   Enck(Eve)

4   Enck(Mallory)

Ciphertext

ServerClient

Token     Value

H(evil)   [ 3, 4 ]

H(good)  [ 1, 2 ]

Index

Enck(     ) 
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Encrypted Index - Search

Token     Value

H(evil)  [ 3, 4 ]

H(good)  [ 1, 2 ]

Index

1   Enck(Alice)

2   Enck(Bob)

3   Enck(Eve)

4   Enck(Mallory)

Ciphertext

Server
Client

Token     Value

H(evil)   [ 3, 4 ]

H(good)  [ 1, 2 ]

Index

DeckH(good)
  get

[ 1, 2 ]
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Communication Cost
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Encrypted-Index – Setup

Token            Value

Hsk2(0)        Encik2([ 3])

Hsk1(0)       Encik1([ 1, 2 ])

Indexsk1 = Hk( search || Foo)

sk2 = Hk( search || Bar)

ik1 = Hk( index || Foo)

ik2 = Hk( index || Bar)

Client    Server

1  Alice  

2  Bob

3  Eve

Plaintext

Foo

Foo

Bar

1   Enck(Alice, Foo)

2   Enck(Bob, Foo)

3   Enck(Eve, Bar)

Ciphertext

Enck
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Encrypted-Index – Search

sk1 = Hk( search || Foo)

ik1 = Hk( index || Foo)

Client    Server

sk1 ik1

lookup

[ 1, 2 ]

Token            Value

  Hsk2(0)       Encik2([ 3])

  Hsk1(0)      Encik1([ 1, 2 ])

Index

1   Enck(Alice, Foo)

2   Enck(Bob, Foo)

3   Enck(Eve, Bar)

Ciphertext

Dec
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Encrypted-Index – Size matters
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Cash et al. – Setup

Token            Value

  Hsk1(0)      Encik1([ 1 ])

sk1 = Hk( search || Foo)

ik1  = Hk( index || Foo)

occurences["Foo"] = 0

1  Alice  

2  Bob

3  Eve

Plaintext

Foo
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Index
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Cash et al. – Setup (contd.)

Token            Value

  Hsk1(0)      Encik1([ 1 ])

  Hsk1(1)      Encik1([ 2 ])

sk1 = Hk( search || Foo)

ik1  = Hk( index || Foo)

occurences["Foo"] = 1
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2  Bob

3  Eve
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Cash et al. – Setup (contd.)

Token            Value

  Hsk1(0)      Encik1([ 1 ])

  Hsk1(1)      Encik1([ 2 ])

sk2 = Hk( search || Bar)

ik2  = Hk( index || Bar)

occurences["Bar"] = 0

1  Alice  

2  Bob

3  Eve

Plaintext

Foo

Foo

Bar

Index

  Hsk2(0)      Encik2([ 3 ])
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Cash et al. – Basic Scheme

Token            Value

Hsk2(0)        Encik2([ 3 ])

Hsk1(0)        Encik1([ 1 ])

Indexsk1 = Hk( search || Foo)

sk2 = Hk( search || Bar)

ik1 = Hk( index || Foo)

ik2 = Hk( index || Bar)

Client    Server

Hsk1(1)        Encik1([ 2 ])

1  Alice  

2  Bob

3  Eve

Plaintext

Foo

Foo

Bar

1   Enck(Alice, Foo)

2   Enck(Bob, Foo)

3   Enck(Eve, Bar)

Ciphertext

Enck
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Cash et al. – Search

sk1 = Hk( search || Foo)

ik1 = Hk( index || Foo)

Client    Server

sk1 ik1

lookup  Dec

[ 1, 2 ]

Token            Value

Hsk2(0)        Encik2([ 3 ])

Hsk1(0)        Encik1([ 1 ])

Index

Hsk1(1)        Encik1([ 2 ])

Hsk1(0)

Hsk1(1)

Hsk1(2)

1   Enck(Alice, Foo)

2   Enck(Bob, Foo)

3   Enck(Eve, Bar)

Ciphertext
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Cash et al. – Speed

Plaintext size (King James Bible): 4.3 MB
Ciphertext size: 4.3 MB
Index size: 0.125 MB

Time to encrypt: 0.108 sec
Time to search: 0.001 sec
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Cash et al. – Confession
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Outlook & Conclusions
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Outlook

So far: deterministic search token → statistical analysis

Making existing approaches practical is a challenge (e.g. FHE)
Implement and adapt!!1
Let’s Encrypt!
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Conclusions

Presented schemes and their properties

Deterministic Encryption

Fast setup
Insecure search

Keyword (Song, Wagner, Perrig)

Search is in O(n)

Index (Cash et al.)

Search is in O(1)
Index maintenance needed (think: Update)

slightly different features
More exist!
Searching on encrypted data is practical
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Thanks!
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