
  

NSA-like Surveillance by a Third World Country

How the Tunisian government spied on its own citizens during 
the Tunisian revolution of 2011



  

The Internet Situation in Tunisia

● One big state-run ISP: the 
Tunisian Internet Agency, owned 
by the Ministry of ICT.

● All traffic goes through 
“SmartFilter”, a 
man-in-the-middle filtering 
program.

● Fake login pages were 
presented for Facebook, Gmail, 
Yahoo!, etc.

Headquarters of the
Tunisian Internet Agency



  

GET /wo0dh3ad

?q = 5 random characters

&u = username encrypted
         with Caesar cipher

&p = password encrypted
         with Caesar cipher



  

An antidote

unsafeWindow.h6h = function() {};

unsafeWindow.r5t = function() {};

unsafeWindow.hAAAQ3d = function() {};

unsafeWindow.inv0k1 = function() {};

unsafeWindow.inv0k2 = function() {};

unsafeWindow.inv0k3 = function() {};



  

Lessons

● The encryption used by HTTPS may be secure, 
but for practical usage, the typical 
implementation is not.

● Browsers should try HTTPS first by default, and 
then HTTP. Not the other way around!
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