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Why are we here ?Why are we here ?

nothing to hide.
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AgendaAgenda

• Remote Keyless Entry (RKE) Systems

• KeeLoq Block CipherKeeLoq Block Cipher

• Side-Channel Attacking KeeLoq

• Results and Implications
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How do Keyless Entry Systems work?y y y

early access controls:  fixed code (“password”)

code

eavesdropper duplicates key (cloning)

but the industry learnedbut the industry learned…
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Modern Keyless Entry SystemsModern Keyless Entry Systems

advanced theft control: rolling code

code = ek(ni)

rolling code (or hopping code)rolling code (or hopping code) 
protects against replay attacks:

1. code = ek(n)
ek() is often a 
block cipher

k( )
2. code = ek(n+1)
3. code = ek(n+2)
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Alternative: Challenge - ResponseAlternative: Challenge Response

Ci

challenge

ek(Ci) = Ri 

response

• again, ek() is often a block cipher
• also protects against replay attack 1. Computes: R’i = ek(Ci)

?• € drawback: requires bidirectional
devices on either side

• In most real-world car and building

2. Verifies: R’i = Ri
?

Thomas Eisenbarth & Timo Kasper @ 25C3  

In most real world car and building 
access control systems: rolling code



Popular Remote Keyless Entry Cipher: 
KeeLoqKeeLoq

• KeeLoq is used in rolling code mode or
in a challenge-response protocol

• active remote control for access control• active remote control for access control
• KeeLoq chip embedded in passive RFID –

transponder (e.g. for car immobilizer)
• Wikipedia (?):

Chrysler, Daewoo, Fiat, GM, Honda, Toyota, 
Volvo VW JaguarVolvo, VW, Jaguar, ...

• widely used for garage doors in US & Europe

Q: How secure is KeeLoq?
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KeeLoq Rolling Code Scheme

Va
lid

 c
ou

nt
er

 
va

lu
es

Counter: n+1

Synchronization Counter Discrimination 
Value Func.

Receiver decrypts & checks 
lidit f t l

32

Device

Value

KEELOQ 64
validity of counter valueKey Encryption

32
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not encrypted encrypted
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Key ManagementKey Management

OEM t M f t K k i d (b d i ll it i )

1) Creation of new remote (in secure environment)

OEM gets Manufacturer Key kM assigned (burned in all its receivers)

k = f(#ser k )
#ser

Key derivation
kdev = f(#ser, kM)

kM

kM

2) Key Learning Phase of receiver
(keys are never sent in clear)

M

1 compute k = f(#ser k )

#ser
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1. compute kdev = f(#ser, kM)
2. store #ser and kdev



Key Derivation SchemesKey Derivation Schemes

2. Strong Key Derivation (KeeLoq)1. Weak Key Derivation (XOR)

Serial Number/SEEDSerial Number/SEED

g y ( q)y ( )
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In either case, the Device Key is derived fromIn either case, the Device Key is derived from
– Manufacturer key
– Serial number and/or a random seed (32…60 bits)
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Key Derivation: Attacker‘s AssessmentKey Derivation: Attacker s Assessment 

2. Strong Key Derivation (KeeLoq)1. Weak Key Derivation (XOR)

Serial Number/SEEDSerial Number/SEED

g y ( q)y ( )
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If h th D i K If we have the Device Key weIf we have the Device Key, 
getting the Manufacturer Key is 
trivial (and vice versa)

If we have the Device Key, we 
still have to break KeeLoq
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Rise and Fall of KeeLoqRise and Fall of KeeLoq

Jun07

wide spread adoption as RKE

mid-1980s 1995 ca. 2006 (?)

creation in
South Africa

Cipher appears
in the Internet

KeeLoq sold 

Mathem. attacks by
1. Bogdanov
2 Courtois et alq

to Microchip
2. Courtois et al.
3. Indesteege et al.
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Mathematical Attacks:
R f M f t KRecovery of Manufacturer Key

XOR K LXOR
Key Derivation

KeeLoq
Key Derivation

Challenge- Y NChallenge
Response Y N
Rolling Code N NN N

Mathematical attacks are cryptanalytically very impressive:
• Device Key is recovered from 216 known plain-/ciphertext pairs
• But: Rolling code mode does not provide plaintext!
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• Q: How dangerous are physical attacks?



Rise and Fall of KeeLoqRise and Fall of KeeLoq

Jun07

wide spread adoption as RKE

mid-1980s 1995 ca. 2006 (?) Dec07

creation in
South Africa

Cipher appears
in the Internet Side-channel 

tt k b

KeeLoq sold 

Mathem. attacks by
1. Bogdanov
2 Courtois et al

attack by
Bochum team

q
to Microchip

2. Courtois et al.
3. Indesteege et al.

Thomas Eisenbarth & Timo Kasper @ 25C3  



Power Analysis of a Remote ControlPower Analysis of a Remote Control

??
t k f t t l (HCS XXX Chi ) !
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secret key of remote control  (HCS XXX Chip) !



History of Side-Channel Attacks
(1 slide version)(1-slide version)

• Existence of side-channels on cryptographic devices known for
several decades, (e.g., “TEMPEST“)

• Few concrete results / poor understanding prior to 1996• Few concrete results / poor understanding prior to 1996 
(at least outside intelligence community) 

• 2nd half of 1990s: golden years of SCA2nd half of 1990s: golden years of SCA

– Fault attack (RSA CRT), 1996

– Timing attacks 1996– Timing attacks, 1996

– SPA, DPA, 1998

Since 1999: 100‘s of SCA research papers e g in CHES• Since 1999: 100 s of SCA research papers, e.g. in CHES

• But: so far very few (if any) documented real-world attacks
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