breaking down the web of trust
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before we begin, a question:

would you sign this key?

pub 1024D/ 1B629B3D 2005- 12- 27

Key fingerprint = 965E F829 EA6C 9174 4B46 43E1l 4513 9A86 1B62 9B3D
ui d ultr4 | 4s3r <seekrit @axOr.conp
sub 20489/ 1FBE2EEA 2005- 12- 27

whc?_tdv’\)/ould you need to know before you
1d”



. the web of trust




why a web of trust?
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trust the validity of keys you’ve never seen before!
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1024D/ 5E345628 2002-01- 24
Set h Hardy <shardy@cul ei . net >
031A630B 2005-01-28 Markug Frahm <frahm mar kus@web. de>
033849C4 2004-12-31 Mendel\ Mobach <nendel @mbach. de>
063671CE 2003-09-25 Phiz <phi z@ushnail . conpr




web of validation

sighing a key validates the key
personal assertion of trustworthiness

setting trust level is for introductions
assigned trust vs. calculated trust

sighed keys are validated, unsigned
keys are trusted



building a web of trust

$ gpg --update-trustdb

gpg: public key 7FADFC67 is 10809 seconds newer than the signature
gpg: 3 marginal (s) needed, 1 conplete(s) needed, PGP trust nodel

gpg: depth: 0 wvalid: 2 signed: 124 trust: 0-, 0g, On, Om Of, 2u
No trust val ue assigned to:

2048R/ 7FADFC67 2002- 05- 19

"m ke davis (this is a secondary emmil| address since i nolonger control the primary)
<phar @t onedcoder . or g>"

aka "m ke davi s <phar @hetransm ssi on. net >"
Primary key fingerprint: E2 45 53 28 AF 7E 7D 6F 43 77 E1 F3 92 AD 53 8E

Pl ease decide how far you trust this user to correctly verify other users' keys
(by I ooking at passports, checking fingerprints fromdifferent sources, etc.)

| don't know or won't say
| do NOT trust

I trust marginally

I trust fully

skip this key

quit

o n b~MWwWN PR

Your decision?



validity vs. trust

$gpg --edit-key setient

gpg (GwPG 1.4.1; Copyright (C 2005 Free Software Foundation, |nc.
Thi s program cones with ABSCLUTELY NO WARRANTY.

This is free software, and you are welcone to redistribute it

under certain conditions. See the file COPYING for details.

pub 10240/ 251772FE created: 2004-07-11 expires: never usage:
trust: never validity: full
sub 2048g/ C53F06A3 created: 2004-07-11 expires:. never usage:

[ full ] (1). Ronald Cotoni (Setient) <m ata@i xgirls.org>



1. trust




goals

verify that a key Is accurate
check the fingerprint

verify that key ownership Is accurate
check the name against photo id
send key to email address

verify the key/ identity binding

remember that uids are for human
convenience



key/ identity binding?

-
pub 10240/ 5E345628 2002-01-24

ui d Set h Hardy <shardy@cul ei . net >

sig 031A630B 2005-01-28 Markus Frahm <frahm mar kus@web. de>
sig 3 033849C4 2004-12-31 Mendel Mobach <nendel @obach. de>
sig 063671CE 2003-09-25 Phiz <phi z@ushmail . conp

signatures are on user ids

the fingerprint must be checked before
any user id should be signed

each user id should be signed
separately



| never sign a key that doesn’t have a
real name on it. there’'s no way to
verify a handle.



verifying a handle is impossible.

who Is this person?



verifying a handle is impossible.
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how about this guy?



verifying a handle is impossible.

] 3

which one is the real thing?



a person only has one unique
identity.



going by a pseudonym?

hey baby,
want to sigh my key?

pub 1024D/ 1B629B3D 2005- 12- 27
Key fingerprint = 965E F829 EA6C 9174 4B46 43El1 4513 9A86 1B62 9B3D

uid aci d burn <aci dbur n@ackers. conp
sub 20489/ 1F8E2EEA 2005- 12- 27



what would you rather it be?

hey baby,
want to sigh my key?
I’'m not an actress, i promise.

pub 1024D/ 1B629B3D 2005- 12- 27
Key fingerprint = 965E F829 EA6C 9174 4B46 43El1 4513 9A86 1B62 9B3D

ui d angel ina jolie <ajolie@ackers. conp
sub 20489/ 1F8E2EEA 2005- 12- 27



would this be any better?

hey baby,
want to sigh my key?

I’m an actress, | promise.
no really,i am,i swear

pub 1024D/ 1B629B3D 2005- 12- 27
Key fingerprint = 965E F829 EA6C 9174 4B46 43El1 4513 9A86 1B62 9B3D

ui d angel ina jolie <ajolie@ackers. conp
sub 20489/ 1F8E2EEA 2005- 12- 27



a serious example

who Is security- officer@netbsd.org?
they have 24 signatures

they have signed 3 other keys
msd of 4.6305
msd ranking 2750

only three hops from my key

$ gpg --fingerprint f8376205
pub 1024R/ F8376205 1997-07-01

Key fingerprint = 19 57 B6 26 AB F1 81 A4 A4 F9 4E CE F5 27 4C F5
ui d security-officer@etbsd. org



four paths, three hops




you can always trust a photo id.



you can’t go wrong with photo id

SOUTH CAROLINA
DRIVER LICENSE

Sarah Christina Ln. vis 398576482
B79 Litechfield Ave. Ewpies: 1 0-12-99
Columbia, SC 297TM
Heighe: § =0 2 weigri: 100
g N wir BTN
me F pan:10-<12=T4

--rg 1-03-85 lan:

Mg —

what’s wrong with this picture?




| never sign a key that doesn’t have a
real name on it. you can always
verify a real name with photo id.



the importance of checking photo id

| commonweaLTH oF
= Virginia

' DRIVER"

MULDER. FOX
42-2360 HEGAL PLACE
ALEXANDRIA. UA 23242

do you recognize this man?




identity verification: a real person

—b

just another average person...



a photo id gives out many details...

IIIIIIIIIIIIIIHIH

her name?
her address?



a photo id gives out many details...

why does she look familiar?




a photo id gives out many details...

here’s a picture of. her and her father!



l1l. non- crypto applications




trusting information

pub 1024D/ 5E345628 2002-01- 24

ui d mai | t o: shar dy@cul ei . net

sig 2 AF9929E4 2004-06-16 Justin Brzozoski <jski @weep. net>

sig 3 DA5SBFEL1D 2004-07-17 Mles Nordin <carton@ vy. net >

sig 1 1F15AA42 2004-05-25 nmangala (Aculei Anim) <mangal a@cul ei . net>
ui d mai | to: shardy@nai | . com

sig 3D883EA0 2004-12-31 Hendrik Schol z <hschol z@wr nul on. net >

sig 42B654AB 2005-01-09 Erik Scharwaechter <di ozaka@nx. de>

sig 3 44030C12 2005-01-01 Andreas Lei brock <fh@eibi.net>

which email address iIs better?
who do you think knows me better?

would you trust someone more if they
email me more?



trusting information

pub 1024D/ 5E345628 2002-01- 24

ui d phone: +16175551212

sig 2 AF9929E4 2004-06-16 Justin Brzozoski <jski @weep. net>

sig 3 DA5SBFEL1D 2004-07-17 Mles Nordin <carton@ vy. net >

sig 1 1F15AA42 2004-05-25 nmangala (Aculei Anim) <mangal a@cul ei . net>
ui d phone: +15089991212

sig 3D883EA0 2004-12-31 Hendrik Schol z <hschol z@wr nul on. net >

sig 42B654AB 2005-01-09 Erik Scharwaechter <di ozaka@nx. de>

sig 3 44030C12 2005-01-01 Andreas Lei brock <fh@eibi.net>

which phone number is better?
who do you think knows me better?
can we use existing social networks?



verifying info, asserting trust

what If user ids weren'’t limited to ones
attached to a person’s key?

what If a user id had nothing to do with
a key?

idea: sigh address book data, push it
out via FOAF



foaf

<rdf:RDF
xmlins:rdf="http:// www.w3.0org/ 1999/ 02/ 22- rdf- syntax- ns#"
xmlns:rdfs="http:// www.w3.0org/ 2000/ 01/ rdf- schema#"
xmlns:foaf="http:// xmlns.com/foaf/0.1/"
xmlns:admin="http://webns.net/ mvcb/">

<foaf:Person rdf:nodelD="me">

<foaf:name>seth hardy</foaf:name>

<foaf:title>mr</foaf:title>

<foaf:givenname> seth</foaf.givenname>

<foaf:family_name> hardy</foaf:family_name>

<foaf:nick>shardy</foaf:nick>

<foaf:mbox shalsum>69f03f7b91e23ed335a6080ab245a2d6b7840a48

</foaf:mbox_shalsum>

<foaf:homepage rdf:resource="http://www.aculei.net/ ~shardy"/ >

<foaf:phone rdfiresource="tel:+1-617-555-1212"/></foaf:Person>

</rdf:RDF>

publish foaf info for yourself, others; correlate the data



distributed address book

what happens if different data given?

assign trust values to people based on
how good they keep information

leverage power of existing social
networks

problem: trust values may be different
from person to person



V. one last rant




um, excuse me?

from the keysigning party howto:

It's important to note here that some people believe that keeping
their public key secret adds an extra degree of security to their
encrypted communications. This is true, because a keyserver could
be broken or compromised and return the incorrect public key
when queried. Further, the key on a given public keyserver may not
be the most up to date version of the kel;(/. For example, additional
signatures may have been added to the key which have not been
ropagated or'uploaded to the keyserver. It is also true because
he public key of a key pair is needed to carry out certain types of
attacks against the public key cryptosystems which pgp uses.
While many people expect, with reasonably large keysizes, that
these attacks are so extremely unlikely to’be successful that is
does not matter if the public key is broadcast, keeping the public
key secret does in fact strengthen the key pair.



V. conclusions




how good is ‘good’?

by current ‘good’ keysigning practice,
we can NOT use:

pseudonyms

organizations

iInformal social networks

contradictions and blatantly wrong info
in ‘official’ documentation

people refusing to sign keys because
of iInformation that is inaccurate



you must trust something

ultimately you need to trust some link in the
system...

photo ids, other documents can be forged
do you ask for a birth certificate?
talk to the person’s family?

social reputations may be more fault tolerant but
have no paper

can you trust anything you can’t verify with
your own two eyes (e.g. photo uids)?

why not trust things You know you can trust,
iInstead of what people say you 'should?



guestions?




