PRIVATE INVESTIGATIONS



Where are you from!

® Germany

® Other german speaking areas
® Europe

® “Eastern’ Europe

® North America

® Rest of the world



Where have you been!

® Chaos ' Communication Congress

® |et’s count...
® Chaos Communication Camp 999
® Hackers At Large (HAL) 200|

® Chaos Communication Camp 2003

® VWhat The Hack (WTH) 2005



Where to go from
here!

Focus on content
Focus on projects
Focus on integration of other scenes
Focus on networking the community

Broadening our focus beyond Europe



Did we lose the war?!



Impact...

® Talk woke up quite a few people
e Confusion, chaos, depression

® Media: hackers are giving up



Afterthoughts...

... of losing wars, dictatorship, higher stakes
and the state of the world in general



Statistics



Change Log

® Four days: a good idea!
® Who votes for five?
® Who volunteers!
® Smoking policy seemed to work well
® More relaxed Hackcenter layout

® Self-organizing Open Workshop area



Conference Program

® Only three lectures went unplanned
® No Visa
® Snow problems
® One speaker still missing in action
® |nstant volunteers

® Use the feedback form, please!



Phone Network

® 560 registered phones
® Still no known hacks so far

® Hacker Jeopardy made the sex hotline
popular

® New “phone labyrinth” record

® All 50 levels in 2 hours |7 min!



Data Network |

The media is wrong! Don’t believe the hype!
Best network ever!

> |0 Gigabit/s Internet uplink

More connectivity than Africa :-(

822.0 Megabit/s average outbound traffic
24 1.4 Megabit/s average inbound traffic

Use more bandwidth!



Data Network |l

® Working IPv4 / IPv6 networking from day O
® Autonomous system, 5 uplink carriers
® Working wired and wireless network
® Hewlett Packard Procurve Networking
® Aruba Networks, Juniper, Forcel0

® Versatel, Cogent, KPN, Telia, D-Hosting



Hacker Ethics Hotline

® One pre-strike request
® We could help
® No damage occured
® One post-strike request

® Hacked laptop at 22C3



Digital incidents
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Recordings

Much more gear this time

Most videos available now in medium
quality versions

Higher quality MPEG-4 and MPEG-2
versions ‘‘soon’’

400 GB of data

Thanks to FEM limenau for stuff and staff



Random notes

® Around 3.000 visitors
® Only three dozen women!?
® They only counted the speakers!

® CERT reports |10 minor incidents



In other news...

® 4) dried sardines in the Hackcenter
® Wanted: three men in black
® Thanks for all the fish!

® We have been hacked!
® The Impersonator

® Find out yourself who it was



Clapping session

Chaos angels and CERT

POCNOC

Video crew

Speakers

Berliner Congress Center (bcc) rocks

Sponsors



Clapping session

® Organization and conference planning team
® Henriette, Fukami and Julia

® Jo you, the one we forgot to mention



Organization

The Congress is impossible to organize
5.000 individual e-mails going in and out
Pentabarf conference planning tool
Start preparing for 23C3 now!

More volunteers are needed

® Berlin is a really nice city! Think about it!



22C3 Shutdown

Hackcenter must be dismantled by 22:00h
Take all your stuff with you

Clean your neighbourhood

Lost & found service in January. Be quick!
The gym is still open this night

® | eave at | 2. Please help with cleanup.



-base space station



Final Notes

If you can help now, please do.
Come to us right here after the talk.

Final bunch of 22C3 Proceedings available
at Info Desk for EUR 30

Hero-Z Comic “Private Investigations’” CDs



Good bye!

See you all at

23C3

23rd Chaos Communication Congress
The European Hacker Conference

2/7th — 30th December 2006
Berlin, Germany



