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® What is sFlow?

® VWhat is AMS-1X?

® Existing Software
® Performance Issues
® AMS-IX Software
® Privacy

® Results
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What is sFlow!?
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® Sampling mechanism
(not “touching” every packet)

® Monitoring switched or routed networks

® Cisco IOS - NetFlow

® Applicable to high speed networks
(>= I GE)
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What is sFlow!?
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® sFlow datagrams sent via UDP

® Datagram format standard defined in
RFC 3176

® |mplemented on a wide range of devices
(Foundry, Forcel 0, Extreme...)
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What is sFlow!
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Datagra
32 bit
int sFlow version (21415
(o] 2 Agent s Switch |
8 Agent IP address (v4=4bylelve=16byle) 8 :| 4 - 15 byt
agram seque b
witeh upti
int i =amples in datagram
6 N =amples 6
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What is sFlow!?
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® Not everything is sampled information

® Two different types provided by the

datagram format:
- Flow samples

- Counter samples
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What is sFlow!?
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® Flow samples

- Defined sampling rate
(e.g. one out of 8192)

- Up to 256 bytes of captured packet

(L2-L7)
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What is sFlow? (==}
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Flowsample

32 bit

int sample ype (1 =fowsample)

int sample sequeance number

it sourca id fype
B LT
F=smonlanDataSsuncol
Ze=pniPhypsicalEntryl

int source [d index value

int sampling rate

int sample pool (total number of packets that could have been samplad)

int drops (packets dropped due 1o & lack of resources)

int input (SHMP index of input imerace, O Il not Known )

Int output (SNEP lindex of output interace, O I not Knowng
broadcast or multicast are handled as follows:
the first bit indicates multiple destinations, the lower order bits number of Interfaces

int packet data type {1=header 2=1Pv4| 3=IPVE)

¢

packet data

¢

int n extendad data

n extended dala

6

max. 256 biyte

8
Y L8
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What is sFlow!?
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® Counter samples

- Polling interval (e.g. 30 seconds)

- Interface counters (octets/packets/errors)
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What is sFlow!
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int ifDirection (O=unknownl 1 =full-dupex 2=nalt-duplexl I=inl4=cut)

IIIIIIIII
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int ilinBroadcastPris
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What is AMS-IX?
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® Non-profit Internet Exchange

® Based in Amsterdam

® 4 independent colocation facilities

® Operates only on Layer 2

® |nterconnects parties to exchange |IP traffic
(e.g. ISP’s, web hosters, content providers)
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What is AMS-IX?
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What is AMS-IX?
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® Statistics
® Total traffic statistics

® |nterface counter (octets/packets/errors)

® Polled via SNMP
® MRTG

® ...no sFlow so far ...
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. What is AMS-IX?

- N T F & L5

200 G ~
= -
[ =
[m] H
[a] &
LT E]
[ta]

. 150 G
[T
w3
(el
)
&0
100 G

ule] 0d 05 1z 15 20 uls] 0d 08 12 15 20

B Input B Output

Max In 203,363 Ghds Max Out 204,450 Gh's
Average In @ 150.714 Ghss Average Out @ 150.595 Gh/s
Current. In @ 180,799 Gh/s Current Out @ 180.670 Gh/s

Copyright <c 2006 AMS-IX B.Y. [updated: Fri Dec 29 23:10:32 20061
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What is AMS-IX?
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Use flow samples to...

® Provide member-to-member traffic
information

® See growth of (or lack of) IPv6

® Due to high throughput a very efficient
system is required
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Existing Software
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® Free software:
® |[nMon — sflowtool
® Pmacct
® sFlow2MySQL

® Commercial:

® |[nMon — Traffic Sentinel
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Performance Issues
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® |ssues with existing software
® Saves each sample to DB
® No caching or preprocessing possible
® Graphing with RRDtool
® overhead due to data export to RRD

® same data saved twice
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Performance Issues
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® Traffic up to 220 Gb/s (35 Mpps)
® ca. 3500 samples per second

e Cannot store each sample ina DB
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AMS-

| X Software
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Net::sFlow
® Decodes sF

® Supports sF

ow datagrams

ow version 2/4 and 5

® Single (exportable) function, decode()

® Available on CPAN
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AMS-IX Software
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sFlow daemon

® Based on module Net::sFlow

® Receives UDP datagrams
® Analyses the information

® Stores data in RRD files
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AMS-IX Software
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® Performance reasonable

® |ess I/O usage due to preprocessing

e PERL unpack() slower than decoder

written in C
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(3 AMS-IX Software
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CPU usage - by week =
) .
300 =
T 200
100
0 .
zat Zun Maon Tue Wed Thu Fri
O system Cur: 2.29 Min: 1.d6 AL : Z2.15 Max : 9.94
W yzer Cur: h9.33 Mins: 22.28 AvE s 45.55 Max: 8a.22
H nice Cur: 0,00 Min: 000 AL : 0.0l Max : 2.31
B idle Cur:  Z286.66 Min:  250.87 Avg: 300,00 Max: 334.10
B iowait Cur: a0 .50 Min: 2d .86 AL : a1.82 Max : a4 .55
O irg Cur: 0,15 Mins: 0,03 AvE s 0.1z Max: 0,23
B zoftirg Cur: 0.41 Min: 0.20 AL : 0.3d Max : 0,76
Lazt update: Zat Dec 30 15:30:04 20046
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Privacy
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® Whole packet header (up to 256 Byte)

® Statistical analysis

® Samples not saved after decoding

® Decoding only up to L2 (ethernet)
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Total Multicast Traffic - monthly

GEE |k

SO0 k

480 I

@0 k

traffic in bps

200 k

a8 k

Weel 48 Weel 49 Week 50 Week 51 Weel 52
E in

33.0 kbps
81.9 kbps
551.5 kbps
19.9 kbps

cur
Avig
Max
Min

Copyright (c) 2008 AMS-IX B.V. Updated: Sat Dec 30 04:55:01 20068 CET
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(3 AMS-IX - Results
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IPvE traffic total - weekly

240
220
200
180
160
140
120
100

20

&0

40

traffic in bps
= = =X = = == =Z =Z = = =

22 Dec 23 Dec 24 Dec 25 Dec 26 Dec 27 Dec 28 Dec 29 Dec

B 1in

100.3 Mbps
135.1 Mbps
215.0 Mbps
38.9 Mbps

cur
Avig
Max
Min

Copyright (c) 2008 AMS-IX B.V. Updated: Sat Dec 30 04:55:01 20068 CET
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(<) AMS-IX - Results
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traffic in bps
2 2 o 2 2 @ P ¢
B L < B N = = B « B v B el %]
s I v TR > T s TR B s T ) B s B |

Hin

Cur
Avg
Max
Min

traffic mac 2 mac - daily

Fri 0900

W out

848.9 Mbps Cur = 1.1 Ghps
725.8 Mbps Avg = F45.1 Mbps
919.6 Mbps Max = 1.1 Ghps
532.1 Mbps Min = 453.9 Mbps

Copyright (c) 2006 AMS-IX BV,

Fri 12:00

Updated:

Sat 00: 00 Sat 12:00

Sat Dec 30 14:52:42 2006 CET

208

208

1o8

traffic in bps

| in

Cur =
Avg =
Max =
Min =

Copyright (c) 2006 AMS-IX B.V.
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traffic mac 2 mac - weekly

il

23 Dec

24 Dec 25 Dec 26 Dec 27 Dec 28 Dec 29 Dec 30 Dec
W out
Cur = 174.9 HMbhps
Avg = 123.6 Mbhps
Max = 279.5 Mbhps
Min = 32.7 Mbps

Updated: Sat Dec 30 14:52;50 2006 CET
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(<) AMS-IX - Results
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Total traffic total - daily

240 G

220 6

208

128

160

140

traffic in bps

128

100

=tel

Fri @0:80 Fri 12:00 Sat 00:00 Sat 12: 00

HE in

Cur = 194,7 Ghps
Avg = 153.9 Ghps 200 G
Max = 204.1 Ghps
Min = 79.1 Ghps

4IHILII0 TA0L 5 T00L0dY

Copyright (c) 2006 AMS-IX B.V. Updated: Sat Dec 30 14:50:01 2006 CET 150 G

Bits per second

100 G

16 20 i} o4 05 1z 16 20 i} o4 05 1z

B irput B Output

Max In T 203.363 Ghys  Max Out 204,450 Ghis
Average In @ 151.095 Gh/s Awverage Out @ 150.969 Gbis
Current In @ 191.692 Gh's Current Dut @ 1891.44Z2 Gh/s

Copyright Ccd 2006 AMS-IX B.Y. [updated: Sat Dec 30 14:53:12 20061
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(<) AMS-IX - Results
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6.0 G

5.06

43IHILI0 T30l /(00134

4.0 G

3.006

Bitz per second

2.0 06
16 20 06 od 05 1z 16 20 le) od 05 12

B Input B Output

Max In : 5.536 Ghsz ( 95.3650 Max Out : 4.932 Ghyz (49,320

Average In : 4.084 Gh/s ( 40.8280 Average Out : 3.0686 Gh/s  ( 30.66)

Current In : 5.273 Ghez ( 52.7300 Current Out 3.088 Ghfz  ( 30.5310 - - -

/ / traffic per interface - daily

Copyright (c) 2006 AMS-IX B.W. [updated: Sat Dec 30 14:59:15 20061 5.0 G
i
& 506
=
-
u 406G
-
i
I
T 32006
-

2.0 04
Fri 00: 00 Fri 12:00 Sat 08:00 Sat 12:00

E in
Cur = 5,2 Ghps
Avg = 4.1 Ghps
Max = 5.9 Ghps
Min = 1.9 Ghps
Copyright (c) 2008 AMS-IX B.V. Updated: Sat Dec 30 14:57:01 2008 CET
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23C3 Total Traffic - central-services
(]
=K
=]
-
-
(]
=
I-'—
I-'_
o
F
mi
cur Ghps
Av Ghps
Ghps
Ghps
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23C3 Traffic vlan 2z vVlan

200

(=Jolo]

400

traffic in bps

200

Fr 12: 00 Sa 00 00 Sa 12:00
Ein M out
Cur = 470.9 Mbps Cur = 6.5 Mbps
Avg = 604,55 Mbps Avg = 12.9 Mbps
Max = 802.6 Mbps Max = 42.0 Mbps
Min = 373.9 Mbps Min = &.2 Mbps

Updated: Sat Dec 30 16:15:07 2006 CET
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23c3 Traffic by Ether Type - central-services

loo *
S
20
a2 T
- &0
o 50
b
p 4
E
+ 30
20
1@
(oS B . —
28 Dez 29 Dez 30 Dez
Current Average Maximum Minimum
B other o, e o, o o, e 0, G
B ARFP o, Ch 0, 0% 0.1% 0,
O IFvi 2.1% 1.3% 4,5% o, G
O IPv4 > P o 98, % 100, o5 o5, 5%

Updated: Sat Dec 30 14:51:28 2006 CET
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23C3 - Results
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Z3C3 Total IPvE Traffic - central-services

Mbps
Mbps
Mbps
bps
Dec
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Thank You!
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® Questions!
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