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- Introduction 
The role of an internet exchange (IX).

- The problem to be solved.
Real life examples

- The chosen solution for that problem
* The Force10's P10 IDS/IPS card
* Photonic cross connects 

Agenda



ISP E

ISP G ISP H

ISP C

ISP F

ISP I

ISP A ISP B

ISP D



ISP E

ISP G ISP H

ISP C

ISP F

ISP I

ISP A ISP B

ISP D

Tier 1

Tier 2

Tier 3



AS1

switch park
 

AS2

AS5
AS6

AS3 AS4



AS1

switch park
 

AS2

AS5
AS6

AS3 AS4BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router



AS1

switch park
 

AS2

AS5
AS6

AS3 AS4BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router



AS1

switch park
 

AS2

AS5
AS6

AS3 AS4BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router



AS1

switch park
 

AS2

AS5
AS6

AS3 AS4BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router



AS1

switch park
 

AS2

AS5
AS6

AS3 AS4BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router

BGP
Router

monitor



Example #1



switch park
 

AS2

AS3

AS1

2

3

1 1 MUNI..

1M UNI..

1M UNI..



switch park
 

AS2

AS3

AS1

2

3

1 1 MUNI..

1M UNI..

1M UNI..



switch park
 

AS2

AS3

AS1

2

3

1 2F ARP

2F ARP

2 FARP

Ethernet
    Destination: ff:ff:ff:ff:ff:ff 
    Source: 00:00:00:00:00:01
    Type: ARP (0x0806)
Address Resolution Protocol (request)
    Hardware type: Ethernet (0x0001)
    Protocol type: IP (0x0800)
    Hardware size: 6
    Protocol size: 4
    Opcode: request (0x0001)
    Sender MAC address: 01:00:00:00:00:02 
    Sender IP address: 195.69.144.2 
    Target MAC address: 00:00:00:00:00:00 
    Target IP address: 195.69.144.3
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Example #2



BGP
router 
AS 1

AS 1 transit

ixp

own netwerk transit

switch AS 1 

IXP
 

shared link



BGP
router 
AS 1

ixp
AS1

switch AS 1 

IXP
 

shared 
link

BGP
router 
AS 2

switch AS 2 

shared 
link

ixp
AS2

private 
interconnect
AS1 - AS2



switch park
 

BGP 
ROUTER

AS1

1 D1



switch park
 

BGP 
ROUTER

AS1

S != 1 D1

syslog

source mac



switch park
 

BGP
ROUTER

AS1

1 S DPAYL.

Ethernet
Destination: 00:00:00:00:00:02 
Source: 00:00:5e:00:01:11 

(IETF-VRRP-virtual-router-VRID_11)
IP (0x0800)

Internet Protocol
Protocol: ICMP (0x01)

Header checksum
Source: 10.0.0.1 
Destination: 10.0.0.2 
Internet Control Message Protocol
Type: 0 (Echo (ping) reply)
Code: 0

[...]
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PCI-X interface

10GE10GE

Layer 1 
repeater and tap

Programmable Filter

PCI-X bus

max. ~ 600kfps

eth2 'normal' ethernet interface
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rd
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re

so
ftw
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e driver

max. 2 x 14.8 Mfps one way 
max. 2 x 10 Gbps one way

max. 14.8Mfps full duplex 
max. 10 Gbps full duplex
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Thank you for your attention


