
30C3 NOC Review
threatlevel bright pink (not puce o.O)

thx to POCSascha for the fotos



backbone is bigger now



Backbone
• 100 GE Uplink / n*10GE IC Links 

• BGP / IS-IS / LDP 

• 2* MX240 (with 100GE) 

• 10* MX80 (with 8*10GE) 

• 29* EX4200 

• 10* EX4500



use more bandwidth



Wireless    837 30c3 
    727 guest 

… 
     32 penis 

… 
     19 hallo 
     18 anon 
     16 ich 
     15 me 

… 
     14 fpletz 
     14 fnord 

… 
      2 1337hax0r



Problems / Outages
• Backbone 

• MPLS / VPLS Problem with unknown-unicast hitting cpu 

• powerissues on MX240 

• Wireless 

• ARP/NDP from Wireless hitting Routers

ARP ARP ARP



Colo

-etoomuchportscanning



Abuse

• ~20 abuse calls 

• 653 abuse mails 

• 99% because of portscans 

• 26 networks blackholed (12* /16, 1* /14)



Sponsors



Thanks! (and use more 
bandwidth!)



31C3 NOC



Power Team
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POC



voip.eventphone.de

4400

Asterisk

LCR

Yate

LCR
GSM

mISDN E2
SIP

SIP

SIP

SIP 
Clients

Public
IncomingSIP

SIP
Yate-DB:
* SIP-Extensions
* Yate-Apps
* Asterisk-Apps

CA
LCR

Dialin/out

mISDN l1oip

######…
#####[12]xxxx

01980…
######[12]xxxx
80xx (streams)

01999… (epvpn)
00x… (opt. extra 

dialout)

PoC 30C3 VoIP Setup
BeF 30.12.2013 

01994xxx

disconnect
release cause xxx

Opt. Extra 
Dialout

01989…
980…

Opt. Extra 
Dialin

LCR
Jollyl1oip

LCR
BeF

SIP

995x

####

#####

172.16.40.1:5061

0… (filtered)
0049… (filtered, timeout)
######… (priv. dialout)

#####

#####

#####

######
996x

########

####

####

#####

#####

voip.eventphone.de:5060

Yate
EPVPN#######:5060

###########:5060
SIP

09…

wird abgeschnitten
wird mitgeschickt

xxx = 3 Ziffern
… 0-n Ziffern

[12] = 1 oder 2



Event:
All 
Extension
s:

Installe
d All:

Inst 
DECT:

Inst 
GSM:

Inst 
SIP:

30C3 2821 2575 977 1198 302

29C3 1678 1305 523 628 97

PoC Stats

PoC Stats

Technology Overview

4400

Lots of other Software.
See http://poc-apps.sf.net


