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Disclaimer



 

How BitTorrent Works



  

.torrent files

● Bencoding:
● i23e
● 6:string
● litem1...e
● dkey1value1...e

d8:announce37:http://tracker.
vodo.net:6970/announce7:comme
nt35:vodo / created with 
libv2v for vodo13:creation 
datei1292347903e4:infod5:file
sld6:lengthi1173790774e4:path
l37:Pioneer.One.S01E02.720p.x
264-
VODO.mkveed6:lengthi37547969e
4:pathl6:Sample44:Pioneer.One
.S01E02.720p.x264.Sample-
VODO.mkveed6:lengthi65e4:path
l54:Support.Pioneer.One_Make.
future.episodes.possible!.URL
eed6:lengthi6517e4:pathl13:vo
do_720p.nfoeee4:name33:Pionee
r.One.S01E02.720p.x264-
VODO12:piece 
lengthi262144e6:pieces92420:



  

.torrent Info Hash



  

Alternative to Indexes

● No central hosting of .torrent
● Link form
● magnet:?

xt=urn:btih:07a9de9750158471c3302e4e95edb1107f9
80fa6&dn=Pioneer+One+S01E01+720p+x264+VODO&tr=h
ttp%3A%2F%2Ftracker.publicbt.com
%2Fannounce&tr=http%3A%2F
%2Ftracker.mytorrenttracker.com
%3A6099%2Fannounce



  

Alternatives to Trackers

● Peer Exchange (PEX)
● Works in the Swarm
● A client needs ≥1 Peer

● Distributed Hash Table (DHT)
● Globally
● Kademlia Algorithm



  

Questions of DHTs

● Who stores data?
● Everyone

● How to interact with data?
● By asking one's way



  

The BitTorrent DHT

● 160 bits key space
● maps to InfoHash

● Protocol: bencoding in UDP
● Operations for Topology:

● ping
● find_node

● Operations on Tracker Data:
● get_peers
● announce_peer



  

160 bit IDs

● SHA1: 160 bits = 20 bytes
● .torrent InfoHash: SHA1 of content description
● DHT NodeID: random
● Client PeerID:

● client/version information
● random



  

Key Space



  

DHT Routing

● Distance = NodeID  InfoHash⊕
● Buckets of 8 peers each

Bucket Distance Probability

0 1... 1:2

1 01... 1:4

2 001... 1:8

...

159 00...001 1:1.46*1048 



  

Topology Requests

● ping

● To check if a peer is still alive

● find_node

● Bootstrapping, “Knitting around holes”, Growing

● {"t":"aa", "y":"q", "q":"find_node", "a": 
{"id":"abcdefghij0123456789", 
"target":"mnopqrstuvwxyz123456"}}

● {"t":"aa", "y":"r", "r": {"id":"0123456789abcdefghij", 
"nodes": "def456..."}}

● t: Request identifier y: Request type id: Sender NodeID

● target: Queried NodeID nodes: 8×(NodeID, IP address, UDP Port)



  

Popularity Contest!

● To facilitate the power of many nodes, we must 
communicate with many of them.

● Nearest peers least probable
● Requests & responses contain precious 

NodeIDs
● Flipping some of the least significant bits results 

in a immeditaly neighbouring NodeID



  

Being Popular



  

Using Popularity

● A neighbouring peer gets find_node requests

● We can put 8 neighbouring NodeIDs and 
arbitrary addresses/ports into nodes



  

TCP > UDP

● BitTorrent is about TCP connections
● Spamming trackers with arbitrary IP addresses 

has been done before
● Can we do the same with tracker-less 

BitTorrent?



  

Sock Puppets!



 

“Sybil Attack”

● We can take any (“random”) NodeID in the key 
space

● Nodes serve Tracker data neighbouring their 
NodeID

● Tracker Data  TCP connections➔
●



  

267 most-leeched .torrents on TPB



  

Impact

● Many implementations with different caching 
behaviour & duplicates detection



  

Don't Panic

● Being part of a DDoS attack may not be 
noticable for a single user with a sane 
implementation

● DHT is still usable, Trackers are often not
● Client implementors should:

● Index routing information not only by distance but IP 
address

● Avoid communicating with ports < 1024



  

A Way Out?

● Another Kademlia user: telehash.org
● NodeID = SHA1(address:port)
● Easily verifyable
● Reduces possible NodeIDs per IP address from 

2160 to 216

● http://www.rasterbar.com/products/libtorrent/dht
_sec.html


