Sybil Attack & DDo0S
with the BitTorrent DHT
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Problem 1

« DHT Node Id isn't verifyably random
* No Trust Model

 Anybody may grab a bit of keyspace to
modify/suppress tracker data for a specific
BitTorrent InfoHash

 [ntellectual Property owners
« DHT abusers



DHT Node Communication

 UDP packets (KRPC):.

* ping (determing reachability — bad/good node)
 find node (finding neighbors)

« get peers (get tracker data)

 announce peer (add tracker data)



No Peer Knows All Other Peers

.Distance = NodeldMin @ Nodeld

e Peer

*8-Buckets: eight peers per
distance order

*Far, far away:
keep stable peers

*Allow network growth:
quickly accept peers
close to me




Querying Other Nodes' Buckets

 Joining the network & “Knitting around holes”
° { Iltll:llaall’

y @,
"q":"find node",
||a||:{

"1d":"abcdefghij0123456789",
"target": "mnopgrstuvwxyz123456"

}}



Problem 2

NOdE|dRe5pon5e =
Nodeldrequest + 1




DDoS Vector 1

Will get many Tind node requests myself
Reply with 8 (arbitrary)

NodeId ++ Host ++ Port strings
Peers will query those

Effect: UDP DDo0S




DDoS Vector 2

« After becoming a peer with good status
« get peers queries for BitTorrent tracker data
* Replying with many (arbitrary)
Host ++ Port strings
« Effect: TCP full-open DD0S



Many Many Packets

« KRPC replies may
contain many 1P ++
Port combinations

What you are looking
foris at $victim: $port

 Peers cache & retry
for quite some time

 Characteristics of
different
Implementations

$victim



Mail & XMPP: astro@spaceboyz.net
http://github.com/astro/hashvortex/


mailto:astro@spaceboyz.net

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11

