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Target: RFID tags

Radio FrequencylDentification
Tiny computer chips Z
Passively Powered

N
D |
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Ubiquitous Identification

Constant monitoring IS
already part of our lives

Trend is amplified
through pervasive
electronics, RFIDs

Businesses will soon b
able to track individuals

Karsten Nohl, Henryk PI6t&zRFID Security 3



Privacy Impact of RFIDs

RFID tags become universal identifier

~or people: PAOODT OO0Oh AOAAEC
~or products: bar code replacement

Billions of RFIDs In circulations

Product tagging not started yet
Privacy has so far been neglected

Destroying tags only realized privacy mechanism
More elegant solutions considered too expensive

Security building blocks on RFID tags are insufficient
for privacy applications.
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Mifare Crypto-1
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Attacks

From general to Mifare
Countermeasures

And why they often fall
Tools

We release today:
I Sniffer, Fuzzer, Emulator
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Challenge-Response Authentication

ID, RC ;
>

EncRoO, Rr
'y <€

- nc®r,R9 P
f ) . Ry
g

\. J

Karsten Nohl, Henryk PI6t&zRFID Security 7



Attack Space
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Proxy/Relay Attack

Attacker
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Emulation

311 £ 001 ENOA6 AAOA |
Done with RFID emulator (OpenPICC) or
nigher-powered tag (SmartMX)

—oundation
for other
attack
vectors
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Emulation — Mifare
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Replay

Overhear legitimate authentication
Force same challenge, answer with same

response
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Replay — Mifare

Mifare random numbers |RrRNG
- -

are completely predictable ]

and well documented T3
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Linear feedback shift register

From Wikipedia, the free ancyclopedia
' LFSR

CI ’(“;I.!\Hl’ljl"-l/:\]‘ﬁ A linear feedback shift register (LFSR) is a shift register whose input bit is a linear function of its previous

navigation The only linear functions of single bits are xor and inverse-xor, thus it is a shift register whose input bit 1s driv

s M Dage o
Nah Page Ihe tap sequence of an LFSR can be represented as a polynomial mod 2. This means that the coefficients of

polynomial. For example, if the taps are at the 16th, 14th, 13th and 11th bits (as below), the resulting LFSR §
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Cryptographic Attacks

Recover secret key: Alair, - Doneduy,

DONEHLINL,  ALA'IH,
Brute Force ALATH,  DONEHLW]
DONEHUNI DONEHUNI
ALA\H LALH,
Try all keys EONE ﬁflm D’ngﬁ i
0 INI, DONEHLINI,
TMTOS DCHEHLINI
Try all keys, efficiently
Algebraic Attacks

w/ SAT solvers
Try all keys, smartly

Karsten Nohl, Henryk PI6t&zRFID Security

FOR ADDED SECURITY, AFTER
WE ENCRYPT THE DATA STREAM,
WE SEND IT THROUGH OUR
NAVATO COPE TALKER.

... 1S HE JUST USING
NAVATO WORDS FOR
'ZERO AND "ONE"?
WHOA, HEY, KEeP |
YOUR VOICE. DOWN! /
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Brute Force Key Search

040U All EAUO®
Only possible for small keys

Mifare easy target:

Cipher complexity low, enables
efficient FPGA implementation

FPGA cluster finds key
In 50 minutes!

Source: Pico Comp.
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