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ÁRadio Frequency IDentification
ÁTiny computer chips
ÁPassively Powered
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ÁConstant monitoring is 
already part of our lives

ÁTrend is amplified 
through pervasive 
electronics, RFIDs

ÁBusinesses will soon be 
able to track individuals
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ÁRFID tags become universal identifier

ÁFor people:  ÐÁÓÓÐÏÒÔÓȟ ÃÒÅÄÉÔ ÃÁÒÄÓȟ ȣ

ÁFor products: bar code replacement

ÁBillions of RFIDs in circulations

ÁProduct tagging not started yet

ÁPrivacy has so far been neglected

ÁDestroying tags only realized privacy mechanism

ÁMore elegant solutions considered too expensive
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Security building blocks on RFID tags are insufficient
for privacy applications.   
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ÁAttacks

ÁFrom general to Mifare

ÁCountermeasures

ÁAnd why they often fail

ÁTools

ÁWe release today:

ǐSniffer, Fuzzer, Emulator
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Attacker



Á3ÐÏÏÆ ȰÕÎÉÑÕÅȱ ÄÁÔÁ ÏÆ ÔÁÇÓ ÓÕÃÈ ÁÓ 5)$
ÁDone with RFID emulator (OpenPICC) or 

higher-powered tag (SmartMX)
ÁFoundation 

for other 
attack
vectors
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1. Overhear legitimate authentication
2. Force same challenge, answer with same 

response
Á 2ÅÑÕÉÒÅÓ ÐÒÅÄÉÃÔÁÂÌÅ ȰÒÁÎÄÏÍȱ ÎÕÍÂÅÒÓ
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RNGÁ Mifare random numbers 
are completely predictable 
and well documented



Recover secret key:
ÁBrute Force

ÁTry all keys

ÁTMTOs

ÁTry all keys, efficiently

ÁAlgebraic Attacks 
w/ SAT solvers

ÁTry all keys, smartly
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ÁȰ4ÒÙ ÁÌÌ ËÅÙÓȱ
ÁOnly possible for small keys

ÁMifare easy target:

ÁCipher complexity low, enables 
efficient FPGA implementation

ÁFPGA cluster finds key
in 50 minutes!
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Source: Pico Comp.
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