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Summary

Critical hardware relieson |

proprietary security primitives |
These algorithms can easily be |
reverseengineered

Their security level Is often low

When designing security, prepare for failure

Goal should be low risk of large damage,
but not perfect security

Publicly reviewed algorithms and independent
analysis yield best results
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Motivation

Lots of critical systems rely on secure hardware
Smartcards for access control, payment tokens
11 Ol d OAOAI I EOA 46 AAOA
Security often considered hard and expensive

Hence, often excluded from Initial design
Protection added after problems arise
Patchwork security is harder and more expensive!

Finding security bugs in hardware systems
becomes ever easier, threat grows.
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Security Definition

Security Is a chain
Its strength is determined by the weakest link

Security CryptokgAraphic Key
protocols functions storage
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Example: Smart Cards

Cryptographic| ¢ s | Cryptographic

cipher @% Challenge cipher %
response

protocol
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Example: Satellite TV
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Foundation of Hardware Security

Hardware security relies on

Key storage Ciphe%
Cryptographic cipher (encryption)

Many systems fail to acknowledge lack of
secrecy In hardware

This talk discusses common weaknesses In
secure key storage and proprietary encryption.
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Outline

Reverseengineering
secret algorithms
Open chips

Find structures
Reconstruct circuit

Impact:
Find proprietary encryption:

Open cryptographic 4
key storage —_—
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Microchip Basics



Infineon SLEG6, courtesy Flylogic
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