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ÁCritical hardware relies on
proprietary security primitives
ÁThese algorithms can easily be

reverse-engineered

ÁTheir security level is often low

ÁWhen designing security, prepare for failure
ÁGoal should be low risk of large damage, 

but not perfect security

ÁPublicly reviewed algorithms and independent 
analysis yield best results

2Starbug & Karsten Nohl ɀHardware Reverse Engineering 



ÁLots of critical systems rely on secure hardware

ÁSmartcards for access control, payment tokens

Á!ÌÓÏȡ ÓÁÔÅÌÌÉÔÅ 46 ÃÁÒÄÓȟ ÃÁÒ ËÅÙÓȟ ÐÒÉÎÔÅÒ ÃÁÒÔÒÉÄÇÅÓȟ ȣ

ÁSecurity often considered hard and expensive

ÁHence, often excluded from initial design

ǐProtection added after problems arise

ǐPatchwork security is harder and more expensive!
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Finding security bugs in hardware systems 
becomes ever easier, threat grows.



ÁSecurity is a chain

ÁIts strength is determined by the weakest link
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ÁHardware security relies on

a) Key storage

b) Cryptographic cipher (encryption)

ÁMany systems fail to acknowledge lack of 
secrecy in hardware
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This talk discusses common weaknesses in 
secure key storage and proprietary encryption.

Cipher



ÁReverse-engineering 
secret algorithms

1. Open chips

2. Find structures

3. Reconstruct circuit

ÁImpact:

Á Find proprietary encryption

Á Open cryptographic 
key storage
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