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How It  Star tedHow It  Star ted

● NYC 2600 Meet in g
– MetroCards : 'card  bend ing' – how does  it  

work?

– Is  it  poss ible for  us  to read  MetroCards?

● Observat ion
– Pass ing a m agnet ic s t r ipe over  the head  of an  

open  casset te p layer  p roduces  a sound

● Id ea
– In terface to a sound  card  and  write a 

software decoder

DEMO
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Magn et ism  Bas icsMagn et ism  Bas ics

● Magn et ic p oles
● Ferrom agn et ic m ater ia ls  (eg., iron )
● Coercivity (m easu red  in  Oers ted s)
● Solen oid s
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Magn et ic Field sMagn et ic Field s

● Magn et ic field  
lin es  of a  bar  
m agn et  ru n  m os t ly 
h or iz on tal (excep t  
a t  en d s)

● An  u n - en cod ed  
m agn et ic s t r ip e 
act s  like a  
s tan d ard  bar  
m agn et
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Flu x Lin es  At  Ad jacen t  PolesFlu x Lin es  At  Ad jacen t  Poles

Horiz on tal Flux Lines Vert ical Flux Lines
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How Magn et ic St r ip es  Are Mad eHow Magn et ic St r ip es  Are Mad e

● Ferrom agn et ic p ar t icles  are com bin ed  
with  a  b in d er

● Par t icles  are 'p ain ted  on ' th e s t r ip e an d  
h eld  in  a lign m en t  with  an  extern al 
m agn et ic field
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How Magn et ic St r ip es  Are How Magn et ic St r ip es  Are 
En cod edEn cod ed

● A write h ead  (solen oid ) is  u sed  to  'flip ' 
p olar iz at ion  of fer rom agn et ic m ater ia ls

● Carefu l t im in g m u s t  be observed
– Rollers  can  be used  to m ove the card  at  a 

constan t  velocity or  em p loy velocity 
correct ion  for  m anual- swipe encoders
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WaveformWaveform

● Aiken  Bip h ase
– A form  of Frequency Sh ift  Keying (FSK)

– Outpu t  frequencies  (hand  swipe) are well 
with in  aud ible frequency range (20 – 
20,000Hz )

● Read er  Des ign  (yes , it 's  th at  s im p le)

DEMO

Read  Head

3.5m m  Jack (to m ic in )
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Ben efit s  Of A Sou n d  Card  Ben efit s  Of A Sou n d  Card  
In ter faceIn ter face

● Not  d ep en d en t  on  th e availab ility of a  
ser ial, p arallel, PS/ 2 , or  gam e p or t

● All d ecod in g is  d on e in  software – n ot  
lim ited  to  h ard ware cap abilit ies

● Works  with  m os t  lap top s
● It 's  ch eap !
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Stan d ard  En cod in gStan d ard  En cod in g

● ISO Sp ecificat ion s : 7811, 7813, an d  4909

0.223”     Track         Bit s  /  In ch
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Typ ical Fin an cial Card  DataTyp ical Fin an cial Card  Data

Prim ary Accoun t  No. [19] Exp r . Date [4]
Svc. Cod e [3]

Var iable

Star t  Sen t in el

Field  Sep arator

En d  Sen t in el

LRC

Track 2

Track 1
P. Acct  [19] Nam e [26] Exp r . Date [4]

Svc. Cod e [3]

Star t  Sen t in el

Field  Sep arator

En d  Sen t in el

LRC

Form at  Cod e

Variable% ^ ^ ?

; = ?
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Reverse En gin eer in gReverse En gin eer in g

● MetroCard s  d o n ot  con form  to  an y 
kn own  s tan d ard s

● How d o you  read  card s  with ou t  kn owin g 
h ow d ata  is  en cod ed  on to  th em ?

DEMO
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MetroCard  Track 3Met roCard  Track 3
   Content          Offset  Length
   ­­­­­­­­­­­­­­­  ­­­­­­  ­­­­­­
1: Start Sentinel       0      15
2: Card Type           15       4
3: Unknown             19       4
4: Expiration Date     23      12
5: Unknown             35       4
6: Constant            39       8
7: Unknown             47       8
8: Serial Number       55      80
9: Unused             135      16
A: Unknown            151      16
B: End Sentinel       167      93
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MetroCard  Track 1- 2Met roCard  Track 1- 2
   Content               Offset  Length
   ­­­­­­­­­­­­­­­­­­­­  ­­­­­­  ­­­­­­
1: Start Sentinel            0      10
2: Time                     10       2
3: Card Sub­Type            12       6
4: Time                     18       6
5: Date                     24      10
6: Times Used               34       6
7: Expiration Date          40      10
8: Transfer Bit             50       1
9: Last Used ID             51      15
A: Card Value               66      16
B: Purchase ID              82      16
C: Unknown                  98      20
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Im p licat ion s  Of Software Im p licat ion s  Of Software 
Read ersRead ers

● Prop r ietary form ats  can  be eas ily 
an alyz ed

● Poor  “secu r ity th rou gh  obscu r ity” 
m od els  (e.g., th e Met roCard ) can  be 
exp loited

● Extrem ely ch eap , sm all read ers  can  be 
m ad e
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Art icles  /  SoftwareArt icles  /  Software

● 2600 Magaz in e (Sp r in g 2005)
– New York City's  MTA Exposed !

– Magnet ic St r ipe Read ing

● Art icle text  an d  software
– h t tp :/ / www.sephail.net / ar t icles / m agst r ipe

– h t tp :/ / www.sephail.net / ar t icles / m etrocard


